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Abstract 

Electronic Business or E-Business is a phenomenon that has emerged over the past decade at record pace and with considerable hype and promise. In parallel it has been embraced in varying degrees from both large and small organisational and with different degrees of enthusiasm and impact. Along with its development E-Business has attracted research interest and a plethora of new modules, programmes and models. However, while industry and academia have been caught up in the “excitement” of the emerging field, tools and techniques, they have neglected to consider the underpinning business principles and more importantly the associated risks of “doing” E-Business. This paper seeks to correct this “injustice” by exploring the perceptions of SME owners and managers as to the E-Business risks they face and their importance. The research uses both interviews and surveys to precipitate a rich picture of SME E-Business risks and finds that risk perception varies with the size of the business. As such, this research makes a meaningful contribution to the future development of E-Business in the SME context and raises E-Risk as an agenda item for further research and consideration in the field of E-Business.
Field of Research: Management of Small Business and Enterprise, Risk management, E-Business.

1. Introduction 

Electronic business is a phenomenon that is reasonably well defined and has started to emerge as a field of study, both as part of business courses and as specific programmes. As such it is more widely researched and better understood. In parallel, businesses are increasingly embedding technology into their business processes and seeking to exploit the efficiency and effectiveness gains that can occur from the use of “e-business” either in its entirety or in specific organisational functions or processes. Such industry and academic interest has spawned a range of research interests and resulted in both normative and formative proposals of how e-business can be used, developed and exploited. In searching the range of research papers, we were surprised to find a lack of research into the risks associated with e-business and in particular e-business practices in small to medium size organisations (SMEs). As such, we are attempting to bridge this gap by exploring perceptions of e-business risk and seeking to set a research agenda that will make a meaningful contribution to both academia and industry. This paper presents the finding of the initial study and in effect sets the research agenda for the future. The paper is structured around five key areas, the literature review, research context, methodology, findings and discussion, and conclusions and implications. 

2. Literature Review 

Electronic business
 or ‘E-Business’, the term coined by IBM
, has deeply affected the working aspects of many modern day businesses. According to Krishnan (2003) the impact of E-Business is felt in every industry, with research (Safran and Franklin, 2002) suggesting that purchases of goods and services over the Internet is expected to increase by 60 percent annually to 3.5 trillion by 2006. Typically, by 2010, online retail sales alone are expected to reach $329 billion, thus representing a compounded growth of 14 percent from $174.2 billion in 2005. In the United Kingdom (UK), according to a recent report published by Internet Media in Retail Group (IMRG) (2005), £42 billion worth of goods have been bought online by British shoppers since 2000 and by 2010 online shopping is expected to expand a further by 320 percent approaching £60 billion per annum and representing 20 percent of all retail sales. Indeed, research by Hammond (2001) predicts that several business categories can expect at least 10 percent of their sector sales to come from Internet transactions. The compound effect being that the internet is becoming, or is, a key component of commerce distribution and a critical component of the supply chain. 

Such familiarity and depth of E-Business adoption has mainly been attributed to the perceived benefits attained by usage of Internet and related technologies (Tapscott, 1998). Specifically it has been observed that large companies with their resources have been quick to adopt E-Business initiatives and have been successful in developing new and innovative business models (Daniel & Grimshaw, 2002). According to a recent survey conducted by E-Business Watch (2006), 76 percent of large corporations in Europe use an Intranet to link corporate operations and nearly 88 percent of them use advance technologies to fulfil their business objectives. Also, in a report published by the Office of National Statistics (2005), it has been observed that more than 50 percent of large businesses (> 250 employees) have integrated electronic processes that are linked externally or internally with other electronic systems for placing or receiving orders. The report also notes that for the year 2005, £49.8 billion was generated from sales over the Internet by large businesses representing an increase of 35.5 percent compared to the previous year.

The popularity of E-Business has not only been felt in large firms, but also in small and medium sized enterprises (SME)
. In the United Kingdom (UK) the extent of SMEs contribution to the economy through the use of E-Business initiatives can be extracted from the annual survey conducted by Office of National Statistics (ONS). The latest survey (2005) notes that, with regards to the use of Internet to sell products and services, UK businesses accounted for nearly £103.3 billion through Internet sales in 2005; this represents an increase of 56 percent compared to the previous year’s figure of £66.2 billion. SMEs in 2005 have contributed nearly £25.2 billion in Internet sales, an increase of 113 percent on 2004. Similarly, while considering the use of the Internet for purchasing, it has been noted that UK businesses bought about £72.8 billion worth of products and services through the Internet in 2005, representing an increase of 50 percent compared to the previous year’s figure of £48.4 billion. SMEs have outmatched their larger counterparts (between 250-1000 employees) in utilising the Internet for online purchases. SMEs, in 2005 contributed to nearly 40 percent (£28.8 billion) of total online purchases, an increase of 15 percent (£18.7 billion) over larger firms (250-1000 employees).
The extent of Internet as well as non-Internet based ICT adoption among SMEs can also be gauged from the ONS (2005) survey. In relation to the adoption of Internet, it has been reported that over 65 percent of small businesses and 86 percent of medium sized business have their own web sites, while nearly 90 percent of all small and medium sized businesses utilise workstations, personal computers (PCs) or terminals to run their businesses. In relation to the degree of technology adoption, in 2005, 37.5 percent of medium sized businesses (50-249 employees) have reported the use of electronic systems to link business processes and 18.5 percent of small businesses (10-49 employees) have had a Wireless Local Area Network (WLAN) set-up. 

As E-Business has evolved and become more widely adopted and accepted, research has also developed to study the phenomenon. Such research has often been from a broad contextual base, and included studies into E-Business marketing (Mahajan and Venkatesh (2000), Shankar et al (1999), Zettlemeyer (2000), Hoffman and Novak (2000)), online supply chain management (Johnson and Wang (2003), Lee and Wang (2001) and Poirier (1999)), and strategic adoption and business models, (Wu et al (2003), Srinivasan et al (2002), and Kalakota and Robinson (2001)). A list of extensive research undertaken in E-Business is given in table 1.

However, while there is considerable research in E-Business, there is a lack of research focussing on unearthing the risk issues associated with E-Business, especially at an SME level. Research into E-Business in an SME context has concentrated on many different themes (for a full list of studies, see Daniel et al (2002, p. 255) but a study towards risk issues is largely absent. Our research paper focuses on addressing the lack of knowledge in this area and highlights the risk issues that are pertinent to SMEs. As SMEs are different from their larger counterparts and have a different risk profile (Clink, 2001) and as E-Business risk studies aimed at larger organisations have not sufficiently portrayed the true extent of threats faced by SMEs our paper will contribute to the understanding of E-business risk issues in Small and Medium Sized Enterprises (SMEs) in United Kingdom (UK) and set the agenda for further research in this area. 

Table 1 Studies relating to E-Business

	Area of Study
	Author

	Supply Chain Management
	Harland et al (2003); Lancioni et al (2000); Lancioni et al (2002); Prestige (2003).



	Customer Relationship and Online Marketing
	Wilson (2002); Schoder and Yin (2000); Ribbink et al (2004); Ratnasingham (1998); Kotha et al (2001), Koehn (2003); Rotondaro (2002); Kartalia (2000); Jones et al (2000); Jarvenpaa and Tiller (1999); Jarvenpaa et al (2000); Janda et al (2000); Hoffman  et al (1999); Harridge (2004), Grabner-Krauter and Kaluscha (2003), Friedman et al (2000); Daughtrey (2001); Corritore et al (2003); Corner and Hinton (2002).

	Strategy
	Kambil (1995); Willcocks and Plant (2001); Tapscott (1998); Shapiro and Varian (1999), Rayport, and Jaworski (2001), Plummer (1999); Morath (2000); Kalakota and Robinson (2001); Cote et al (2005); Hoffman and Novak (2000); Porter (2001); Venkatraman (2000); Eisenhardt (1999).

	E- Business Model Analysis
	Krell and Gale (2005); Barua et al, (2001); Kaplan and Sawhney (2000); Rayport (1999); Wise and Morrison (2000); Mahadevan (2000); Evans and Wurster (1999); Dutta and Segev (1999); Timmers (2000); Willcocks and Plant (2001).

	Online Branding
	Wong and Merrilees (2005); Ward and Lee (2000); Upshaw (2001); Simeon (2001), Rowley (2004a); Rowley (2004b); Rowley (2004c); Oechsle (2002), Merriless, and Fry  (2002); Lindstrom (2004); Lindstrom (2001); Krake (2005); Ind and Riondino (2001); Dussart (2001),

	Economics of E-Business
	Love et al (2005); Love et al (2004); Kleist (2003); Grey et al (2003); Figueiredo (2000),

	Organisational Change and E-Business
	Earl and Khan (2001); Dutta and Segev (1999), Eisenhardt (1999).

	Managing Internet Technologies
	 Day and Shoemaker (2000); Luftman and Brier (1999), Chan (2001)


Adapted from Drew (2002, p.22)

3. Research Context

Some firms see the potential shortening of the supply chain as a great opportunity to make more profits (Poirier & Bauer, 2001). Others use the E-Business medium to create a level of customisation that the industries have probably never seen before (Wilson, 2002). While there are many advantages in the use of E-Business initiatives (Kalakota & Robinson, 2001; Nasser, 2001; Soliman & Youssef, 2001; Plummer, 1999) there are also risks, which arise due to the deployment of such initiatives. According to Beck et al (2002), the online environment is in a constant state of flux; its dynamism and constant change has resulted in the emergence of risks that are difficult to measure and respond. 

With its new business models and practices E-business has significantly contributed to the change in corporate risk profile (Pederson, 2002). Moscove (2001) points out that business risks for a company engaged in E-business are normally greater than from their traditional counterparts and by commencing E-Business operations, organisations are presented with risks that are unique, dynamic and fast–evolving. In a similar note Pennathur (2001) further adds that for organisations adopting E-Business initiatives, traditional risks are magnified and new risks arise that are both challenging and unpredictable. 

Studies on E-Business risks have mainly concentrated on the information security issues arising from working through the online medium. Authors like Ghosh, (1998, 2001), Hassler (2001) and Garfinkel and Spafford (2002) have given insights into mechanism of online transactions and their relevant security lapses, while works by Solms (1999), Moscove (2001), Wen (1998), Greenstein and Vasarhelyi (2002), Hubbard and Forscht (1998) have highlighted the severity and impact of inadequate security controls. Apart from these extensive investigations in security related areas, research has also addressed other aspects of E-Business risks. For example, the legal aspects of conducting online business are characterised by Poindexter and Baumer (2002) and Oppenheim (1999). Smith (2000) has characterised the risks arising out of “improper strategic thought” and its implementation. Chan et al (2000) have dealt with issues of online trust and relationship while Rossi (2002) has given an overall view on the nature of the risks from an Insurance point of view.

While these studies have focused on different aspects of E-Business risks, there are also other studies that have gone further in developing a classification framework for E-Business risks. Specifically, Beck et al (2002) in their study of E-Business risks have classified E-Business risks along the traditional lines of strategy, operational, legal and financial domains. Their analysis is based on the nature of the risks to which an E-Business initiative is exposed. Namely, the non E-specific risks, the E-specific risks and lastly the non-E-specific risks resulting from increased E-commerce significance. E-Specific risks relate to the threats that arise specifically and uniquely from the context of E-Business initiatives, prime examples include technology risks like viruses, systems failure and dependency on outside agencies for system development and maintenance. Non-Specific E-Business risks are threats that require strategic revaluation in the context of an E-Business venture. Examples include threats like branding and reputation, which are emergent and require strategic valuation because of the decision of the company to engage in E-Business operations. Threats like intellectual property violations denote the last of the classification, E-Business risks with increased significance. These risks though not unique to the E-Business environment but have gained importance due to the variations offered by the use of Internet and allied technologies. A full list of risks explored by Beck et al (2002) is shown in Table 2. 

Table:  2 Beck et al’s (2002) classification of E-Business risks

	Risk Category
	E-Specific
	Increased Significance

	Strategic Direction
	No
	Possible

	Outsourcing and Dependency
	Primarily
	Possible

	Brand
	No
	Possible

	Customer Expectations
	No
	Likely

	Reputation
	No
	Possible

	Governance
	No
	Likely

	Cultural
	No
	Possible

	Employee Malfeasance
	Partially
	Likely

	Skilling/Staffing
	Partially
	Possible

	Technology
	Yes
	Possible

	Security
	Yes
	Yes

	Business Process
	Partially
	Possible

	Operations
	Yes
	Possible

	Legal/ Regulatory
	Partially
	Likely

	Financial
	No
	Unlikely


Source: Beck et al (2002, p, 12)




Similar to Beck et al’s (2002) classification of E-Business risks, Scott (2004) has developed a classification scheme for E-business risks. The classification framework is developed along the dimensions of policy, strategy and operations. In developing the classification framework, Scott (2004) has identified sixteen different E-Business risks and has grouped them along the areas of policy, strategy and operations based on empirical evidence. Main threats like security, intellectual property violations and privacy come under the scope of policy risks while threats related to leadership, reputation, culture, legal issues were grouped under organisational risks. Strategic risks are those that are of concern to higher management and include competition, dependency on vendors and developing suitable and sustainable strategies to deal with the dynamic E-Business environment. The classification framework developed by Scott (2004) is shown in table 3.
Table 3 Scott’s (2004) Classification of E-Business risks

	Strategy risks
	Organisational risks
	Policy risks

	Strategy
	Reputation
	Security

	Competitive
	Reliability
	Privacy

	Dependency
	Leadership
	Identity

	
	Culture
	Intellectual Property

	
	Expertise
	

	
	Currency
	

	
	Legal
	


Source: Scott (2004, p. 47)

Apart from these classification frameworks, there have also been number of other works focussed at classifying E-Business risks, which have not been empirically verified. For example Krishnan (2003) has categorised E-business risks on dimensions of strategy, operations and security while Upton (2001) bases his classification model on internal and external sources of risks that are applicable to an organisation. These works though exploratory in nature are devoid of empirical data to verify the classifications outlined. 

The above-mentioned studies on E-Business have been developed with the empirical studies carried out with large organisations (> 250 employees). In the case of Beck et al (2002), the studies were carried out with UK based insurance companies to ascertain the scope and nature of E-Business risks, while in the research conducted by Scott (2004), data was collected from US companies and the risks were modelled on the socio-technical environment of the prevailing society. 

We have established that there is an absence of studies’ focussing at E-Business risks at an SME level. To achieve our research aims, this paper has two key objectives:

1) To investigate the E-business risks associated with SMEs

2) To assess the stakeholder perception of E-Business risks 

The following section explains our methodology.

4. Research Methodology

The first step in addressing the E-Business risks of UK SMEs is to develop a rich picture of the range threats are pertinent to their environment. Two related approaches were used to develop the risk issues. Firstly, an extensive literature review was conducted to identify the risk issues and secondly, in-depth interviews were conduced with SME stakeholders to develop and refine the identified E-Business risk themes. Lastly, a nation-wide SME survey was conducted to ascertain the perception of the identified E-Business risks. The data from the survey was further analysed to develop a classification framework of SME E-Business risks. 

Clarifying each stage in detail; in the literature review, search was especially made at identifying the classification frameworks/models that were used to study E-Business risks and an effort was made at integrating these frameworks to identify the risk issues that were more significant to SMEs. The results of the literature review were then used as a basis for conducting in-depth interviews. The interviews were conducted with SME stakeholders with different perspectives. Accordingly, Interviewees with experience in E-Business were chosen from Academic, Public sector, Policy, Forum and Private sector to obtain their views on E-Business risks and to develop a rich picture on the same. A total of fifteen interviews were conducted and the data from the interviews were coded with the help of coding software NVivo. The data was then analysed and developed into themes to derive an in-depth picture of E-Business risks relating to SMEs. 

The risk issues were further investigated with the help of a nation-wide random survey to assess the perception of the identified risk issues and to develop a classification framework of the perceived threats. The random sample of 500 SMEs was chosen from directory listings available from different chambers of commerce across the country and other SME-specific directories. Postal questionnaires were sent across to the selected SMEs and their responses were coded and analysed with the help of SPSS software. A total of 123 responses, relating to a response rate of 25 percent was achieved through a two-stage reminder strategy. To assess the perception of the different risk issues, respondents were asked to rate their risk perception on a seven point Likert scale (1 being extremely high risk to 7 being extremely low risk). The data was then investigated to ascertain the risk perception and then analysed to draw out inferences.
5. Results and Discussion

5.1 Results from the Literature Review and Interviews.

The results from the literature review and the interviews revealed several inter-related E-Business risk issues that are relevant to SMEs. The list of the issues identified is stated in table 4

Table 4 Themes of E-business risk

	1.  Security threats

a. External security threats

b. Internal security threats



	2. Reputation, Branding and customer related risks

	3. Legal Risks and Tax 

	4. Outsourcing and Dependency risks

	5. Leadership, cultural and expertise risks

	6. Technology risks

	7. Risks Strategic risks


Discussing each of the risk issues, 
5.1.1 Security Issues

The first and the foremost risk issues was that of online security. SMEs were subjected to variety of online threats including credit card fraud, identity thefts, email misuse and attacks by viruses, worms and hackers. Fraudulent Internet and network access and transactional risks were also quoted as important threats affecting E-Business organisations. Also with the advent of wireless technologies, interviewees were also of the opinion that, transactional data can be intercepted and used illegally by hacker and criminal elements. On the subject of support received from the government agencies in tackling on line crimes. SME entrepreneurs had difficulties in obtaining official support and were far from satisfied by the support shown by acting agencies.

5.1.2 Reputation, Branding and Customer related threats: 

In relation to customer related risks, SMEs pointed out that consumer trust was one of the major factors affecting their online businesses. Measures of trust namely, online reviews, rating, seals of approval have all been employed and have played an important role in gaining online trust. They also have helped in boosting consumer confidence and reputation of their businesses. But again owing to their size and amount of transaction involved they are finding it difficult to develop online trust. Invariably security has also played an important role in enticing customers for online trading. Stakeholders feel that any lapses in online security will ultimately affect the reputation and online confidence of customers. Because of their resource constraints SMEs also state that it may be difficult for them to regain their online reputation after any security related incident.

5.1.3 Legal and taxation risks

In relation to the online legal risks, SMEs have are apprehensive of the current legal laws. They are aware of intellectual property rights violations (copyright, trademark, linking, framing etc) but their lack of further knowledge and support has not helped them to be proactive in safeguarding their intellectual properties. Lack of knowledge and absence of a facilitator who can guide the SMEs in legal matters were cited as the two of the most important threat issues that require attention.  Again, a mention is made on the lack of financial resources of SMEs in obtaining legal support to safeguard their online intellectual properties. In relation to online taxing SMEs are comfortable with the current taxing regimes and procedures. Transactions outside EU, is one of the areas whether there is a slight concern relating to applicability of tax laws. But the information provided by HMRC has made it easier for them to carry transactions outside EU.

5.1.4 Outsourcing and Dependency Risks

SMEs are mainly apprehensive on the dependency on contractors and web developers to run their business. They are doubtful on the intentions of contractors and are unaware of the security and intellectual property issues related with the employment of outside vendors and contractors to build and run their applications and computer systems. They are dependent on outside sources to run their business and the absence of ratings or scale in gauging the worth of the contractors/ content developers is one of the main hindrances in selecting suitable partners. In relation to suppliers, again as with contractors, SMEs are dependent upon outsourcing partners to run their business. The success of the business is largely dependent on the relationship developed with the suppliers and is major factor in smooth running of the operations.

5.1.5 Leadership, Cultural and Expertise Risks

SMEs are also critical about the lack of leadership figures and board support within their organisations to identify and run E-Business projects. Lack of knowledge of E-Business and an understanding of the technical and non-technical issues have been quoted as the main obstacles in developing online businesses. Regarding, the role-played by internal staff in contributing to E-Business risks, the interviewees of the opinion that lack of knowledge among the staff and resistance to change as one of the main obstacles in the success of E-Business operations. Particularly disgruntled employees inflict deliberate damages to computer systems and sometimes hold businesses at ransom for fulfilment of their objectives. Accidental damages to systems either unknowingly or by not following proper polices, procedures have also contributed to the risk profile emanating from staff working with the company. 

5.1.6 Technology Risks

Risks relating to technology were mainly attributed to the computer systems failure- both hardware and software failures were mentioned as significant threats. Rapid change of technology and the problem of legacy systems were highlighted as one of the key threats that could undermine the success of E-Business operations. SMEs entrepreneurs were particularly concerned about the lack of technological support they could draw upon to treat system related problems. They are dependent on partners or contractors for system support and are apprehensive on the dependency of external partners to run mission critical systems. 

5.1.7 Strategic Risks

With regards to strategic risks, one of the main emanating issues was the lack of availability of suitable valuation models to gauge the worth of E-Business investments. SME entrepreneurs stated the need for verified valuation models to evaluate the cost/benefit of their technological investments. SMEs entrepreneurs also cite lack of knowledge on E-Business as a main barrier in taking informed decisions. Particularly, when it comes to competition and linking profits to investments, SMEs note that they lack the necessary tools to develop a good picture of their E-Business projects. They also cite the lack of understanding of the E-Business risk issues as a fundamental deficiency in tackling online ventures.

5.1.8 Rich Picture of the different E-Business risk themes

In order to better understand the E-Business risks for SMEs, a rich picture has been developed. The different risks themes are modelled as follows: 
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Figure 1: E-Business Risks of SMEs

From the model it can be seen that SMEs are vulnerable to a host of technological and non-technological risks. Many of these risks are inter-related and have the potential to impact the existence of SMEs. A better understanding of these risks is required in order to develop suitable risk-mitigating strategies and a possible risk management framework that can aid SMEs in their E-Business initiatives. The first step in this process is to ascertain the perception of the identified risk themes, a nation-wide survey was conduced for this purpose and the results of which are discussed below,

5.2 Results from the survey: Perception of the E-Business risks

With regards to the perception of the E-Business risks, SMEs, not surprisingly have rated the security related threats as their major concern. Threats relating to viruses and worms, credit card fraud and denial of service attacks were perceived to be the top three risks. Other security threats like identity theft, fraudulent email use and illegal data capture have been ranked below the primary risks and contribute to the overall security risk profile of the SMEs. Next to the high risk category, concerns ranging from “reputation”, to “dependency” and to “poor leadership” were listed in the medium risk category. Lastly, the lower end of the scale represents the threats relating to “employees” and online “tax” regimes. The standard deviations ranged from 1.154 to “taxation risks” to 1.936 to “illegal data capture”. The complete ranking of risks along with their standard deviation is listed in table 5. The demographic information of the survey is given in appendix 1.

Table 5: The perception of the risks and their standard deviation

	 
	Mean
	Std. Deviation

	Risk - Viruses and Worms
	      2.39
	1.759

	Risk - Credit Card Fraud and Misuse
	2.84
	1.861

	Risk - Denial of Service Attacks
	2.99
	1.840

	Risk - Identity Theft and Misuse
	3.01
	1.786

	Risk - Hackers and Crackers
	3.13
	1.855

	Risk - Fraudulent Email use and abuse
	3.18
	1.756

	Risk - Illegal capture of data in online transit
	3.29
	1.936

	Risk - Damage to Reputation due to poor customer satisfaction and fulfilment
	3.60
	1.514

	Risk of not having trust promoting symbols and signs in the web site
	3.78
	1.417

	Risk of dependency on web site developers, software and hardware vendors
	3.89
	1.442

	Risk of dependency on suppliers and partners
	3.92
	1.463

	Risk of not having appropriate financial models/measures
	4.15
	1.293

	Risk of lack of knowledge
	4.34
	1.509

	Risk of not having policies and procedures
	4.46
	1.351

	Risk of company's E-Business technologies becoming legacy systems and obsolete
	4.52
	1.169

	Risk of company's E-Business technologies failing from technical support
	4.56
	1.331

	Risk of Intellectual Property Violations
	4.70
	1.385

	Risk of poor leadership
	4.73
	1.373

	Security related incident due to inadequate training
	5.05
	1.324

	Non-Compliance to local and foreign laws
	5.11
	1.216

	Damage to Information Assets by current employees
	5.28
	1.422

	Damage to Information Assets by former employees
	5.30
	1.552

	Risk of increase in competition due to E-Business
	5.42
	1.215

	Risk of unfamiliar local and international tax regimes
	5.45
	1.154


Exploring further the perceptions of E-Business risks among SMEs, a one-way ANOVA test was conducted to assess the risk perception in the relation to the size of the businesses (No. Of employees: 0-9, 10-49 and 50-249). The ANOVA test revealed a statistical significance with respect to perceived risks associated with employees. Particularly, the perception towards the risks associated with “current employees”, “former employees” and “inadequate training” varied with the size of the businesses. Typically, small sized enterprises (0-9) rated the risks in low-risk category while the medium sized enterprises (50-249) rated the risks in the high risk category. This variation in perception may be explained by the relative size of the businesses. Small sized enterprises (0-9) are largely family-owned and the owners/proprietors are sometimes the only employees of the business. The small business culture coupled with familiarity and a degree of trust may contribute to the lower rating of the risks. In contrast, larger businesses (50-249), view potential threats emanating from their employees, the size and the scale of operations may allow intentional threats or accidental risks from employees and consequently, the higher rating of the risks. The ANOVA test also confirms the existence of linear relationship between the employee risks and business size. Appendix 2 and fig.2 confirm this linearity and towards all other risks, the ANOVA test showed no statistical significance.





Figure 2: Mean Scores of employee related risks Vs Size of the Businesses.
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6. Conclusions and Implications
The aim of this paper was to explore the perceptions of E-business risks and seeking to set a research agenda. Initial investigations on E-Business risks have mainly dealt with information security issues (Ghosh, 1998, 2001; Hassler, 2001; Greenstein and Vasarhelyi, 2002), legal issues (Poindexter and Baumer, 2002), online trust and reputation (Chan, 2000) and strategy issues (Smith, 2000). These works, though insightful, dealt with different risks areas and the topic of E-Business risks as such was devoid of a classification framework/ model that could encompass the threats due to the adoption of E-Business initiatives. Earlier attempts to develop such classification frameworks (Beck et al, 2002; Scott, 2004) were mainly carried out with large organisations (Beck, 2002) and under different socio-technical environment (Scott, 2004). These works, though carried out under different contexts, have given us an idea and a platform to understand the E-Business risks faced by SMEs. 

From our initial investigation of the E-Business risk issues of SMEs, and the literature review, we were able to list several risk themes which were further refined by the interviews.  Within the risk profile, security threats and surprisingly reputation risks were rated highly among SME stakeholders. SMEs are apprehensive of the security- related threats and cite their lack of knowledge in that area as an impediment to delve deeper into E-Business adoptions. Problems with internal staff, their lack of knowledge and sometimes deliberate damage to systems have all contributed to the SME risk profile. Among the least concerns were the tax issues of conducting business online. SMEs were supported by the clear guidelines from HMRC on overseas and VAT transactions. Among the areas of concern was the lack of knowledge on E-Business risk issues. This lack of knowledge can only be addressed by carrying out empirical research in this area. Though security related threats have taken the mantle of the most important E-Business risk, this study has examined a comprehensive list of other risk issues and has built awareness on the same. It has laid the foundations for better understanding of E-Business risk issues and has contributed to knowledge in this area.

In terms of setting a research agenda, we recognise that the rapid growth of E-Business initiatives among UK SMEs has outpaced the understanding of the risks associated with such development and as such, it is impetrative that research is focussed on studying the risk issues that have the potential to impact the existence of SMEs. Research is important because of the severe consequences of neglecting risks. This paper is an initial step towards research in this area and more detailed research can not only enhance our knowledge of the risk issues but can act as a platform for further study. Future research in this area can focus on developing a risk model and can also strive at devising a measuring instrument that can aid the SMEs in scaling their E-business risks. 
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Appendix 1 Demographic Details of the survey respondents

Chart 1: Size of Businesses






     Chart 2: E-Business Experience of respondents
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Chart 3: Primary industry of the respondents



Chart 4: Role and Responsibility of the respondents
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Appendix 2 The ANOVA table.


	
	Sum of Squares
	df
	Mean Square
	F
	Sig.

	Risk Variable- Viruses and Worms * No of Employees in the organisation
	Between Groups
	(Combined)
	6.142
	3
	2.047
	.656
	.580

	 
	 
	Linearity
	2.577
	1
	2.577
	.826
	.365

	 
	 
	Deviation from Linearity
	3.565
	2
	1.782
	.572
	.566

	 
	Within Groups
	371.126
	119
	3.119
	
	

	 
	Total
	377.268
	122
	
	
	

	Risk Variable- Denial of Service Attacks * No of Employees in the organisation
	Between Groups
	(Combined)
	2.067
	3
	.689
	.200
	.897

	 
	 
	Linearity
	1.570
	1
	1.570
	.455
	.501

	 
	 
	Deviation from Linearity
	.497
	2
	.249
	.072
	.931

	 
	Within Groups
	410.925
	119
	3.453
	
	

	 
	Total
	412.992
	122
	
	
	

	Risk Variable- Hackers and Crackers * No of Employees in the organisation
	Between Groups
	(Combined)
	3.287
	3
	1.096
	.313
	.816

	 
	 
	Linearity
	2.625
	1
	2.625
	.750
	.388

	 
	 
	Deviation from Linearity
	.662
	2
	.331
	.095
	.910

	 
	Within Groups
	416.631
	119
	3.501
	
	

	 
	Total
	419.919
	122
	
	
	

	Risk Variable- Credit Card Fraud and Misuse * No of Employees in the organisation
	Between Groups
	(Combined)
	2.558
	3
	.853
	.241
	.867

	 
	 
	Linearity
	.001
	1
	.001
	.000
	.985

	 
	 
	Deviation from Linearity
	2.557
	2
	1.278
	.362
	.697

	 
	Within Groups
	420.190
	119
	3.531
	
	

	 
	Total
	422.748
	122
	
	
	

	Risk Variable- Identity Theft and Misuse * No of Employees in the organisation
	Between Groups
	(Combined)
	3.666
	3
	1.222
	.377
	.769

	 
	 
	Linearity
	.140
	1
	.140
	.043
	.835

	 
	 
	Deviation from Linearity
	3.525
	2
	1.763
	.544
	.582

	 
	Within Groups
	385.326
	119
	3.238
	
	

	 
	Total
	388.992
	122
	
	
	

	Risk Variable- Fradulent Email use and abuse * No of Employees in the organisation
	Between Groups
	(Combined)
	.985
	3
	.328
	.104
	.957

	 
	 
	Linearity
	.256
	1
	.256
	.081
	.776

	 
	 
	Deviation from Linearity
	.729
	2
	.364
	.116
	.891

	 
	Within Groups
	375.080
	119
	3.152
	
	

	 
	Total
	376.065
	122
	
	
	

	Risk Variable- Ilegal capture of data in online transit * No of Employees in the organisation
	Between Groups
	(Combined)
	1.973
	3
	.658
	.172
	.915

	 
	 
	Linearity
	.218
	1
	.218
	.057
	.812

	 
	 
	Deviation from Linearity
	1.756
	2
	.878
	.229
	.795

	 
	Within Groups
	455.490
	119
	3.828
	
	

	 
	Total
	457.463
	122
	
	
	

	Risk Variable- Damage to Reputation due to poor customer satisfaction and fulfillment * No of Employees in the organisation
	Between Groups
	(Combined)
	13.363
	3
	4.454
	1.992
	.119

	 
	 
	Linearity
	11.639
	1
	11.639
	5.205
	.024

	 
	 
	Deviation from Linearity
	1.724
	2
	.862
	.385
	.681

	 
	Within Groups
	266.117
	119
	2.236
	
	

	 
	Total
	279.480
	122
	
	
	

	Risk Variable- Risk of not having trust promoting symbols and signs in the web site * No of Employees in the organisation
	Between Groups
	(Combined)
	10.091
	3
	3.364
	1.703
	.170

	 
	 
	Linearity
	3.960
	1
	3.960
	2.005
	.159

	 
	 
	Deviation from Linearity
	6.131
	2
	3.066
	1.553
	.216

	 
	Within Groups
	234.982
	119
	1.975
	
	

	 
	Total
	245.073
	122
	
	
	

	Risk Variable- Damage to Information Assets by current employees * No of Employees in the organisation
	Between Groups
	(Combined)
	34.406
	3
	11.469
	6.432
	.000

	 
	 
	Linearity
	33.881
	1
	33.881
	19.001
	.000

	 
	 
	Deviation from Linearity
	.525
	2
	.262
	.147
	.863

	 
	Within Groups
	212.196
	119
	1.783
	
	

	 
	Total
	246.602
	122
	
	
	

	Risk Variable- Damage to Information Assests by former employees * No of Employees in the organisation
	Between Groups
	(Combined)
	27.220
	3
	9.073
	4.049
	.009

	 
	 
	Linearity
	27.200
	1
	27.200
	12.139
	.001

	 
	 
	Deviation from Linearity
	.020
	2
	.010
	.004
	.996

	 
	Within Groups
	266.650
	119
	2.241
	
	

	 
	Total
	293.870
	122
	
	
	

	Risk Variable- Security related incident due to inadequate training * No of Employees in the organisation
	Between Groups
	(Combined)
	18.796
	3
	6.265
	3.825
	.012

	 
	 
	Linearity
	18.339
	1
	18.339
	11.197
	.001

	 
	 
	Deviation from Linearity
	.457
	2
	.228
	.139
	.870

	 
	Within Groups
	194.911
	119
	1.638
	
	

	 
	Total
	213.707
	122
	
	
	

	Risk Variable- Non-Compliance to local and foreign laws * No of Employees in the organisation
	Between Groups
	(Combined)
	4.083
	3
	1.361
	.919
	.434

	 
	 
	Linearity
	3.565
	1
	3.565
	2.406
	.124

	 
	 
	Deviation from Linearity
	.518
	2
	.259
	.175
	.840

	 
	Within Groups
	176.324
	119
	1.482
	
	

	 
	Total
	180.407
	122
	
	
	

	Risk Variable- Intellectual Property Violations  * No of Employees in the organisation
	Between Groups
	(Combined)
	1.679
	3
	.560
	.287
	.835

	 
	 
	Linearity
	1.314
	1
	1.314
	.673
	.414

	 
	 
	Deviation from Linearity
	.365
	2
	.182
	.093
	.911

	 
	Within Groups
	232.191
	119
	1.951
	
	

	 
	Total
	233.870
	122
	
	
	

	Risk Variable- Non-Compliance to local and international tax regimes * No of Employees in the organisation
	Between Groups
	(Combined)
	2.129
	3
	.710
	.527
	.665

	 
	 
	Linearity
	.758
	1
	.758
	.563
	.454

	 
	 
	Deviation from Linearity
	1.370
	2
	.685
	.509
	.603

	 
	Within Groups
	160.278
	119
	1.347
	
	

	 
	Total
	162.407
	122
	
	
	

	Risk Variable- Risk of dependency on web site developers, software and hardware vendors * No of Employees in the organisation
	Between Groups
	(Combined)
	2.932
	3
	.977
	.464
	.708

	 
	 
	Linearity
	.490
	1
	.490
	.232
	.631

	 
	 
	Deviation from Linearity
	2.443
	2
	1.221
	.580
	.562

	 
	Within Groups
	250.694
	119
	2.107
	
	

	 
	Total
	253.626
	122
	
	
	

	Risk Variable- Risk of dependency on suppliers and partners * No of Employees in the organisation
	Between Groups
	(Combined)
	9.540
	3
	3.180
	1.504
	.217

	 
	 
	Linearity
	2.593
	1
	2.593
	1.226
	.270

	 
	 
	Deviation from Linearity
	6.947
	2
	3.474
	1.643
	.198

	 
	Within Groups
	251.647
	119
	2.115
	
	

	 
	Total
	261.187
	122
	
	
	

	Risk Variable- Risk of company's E-Business technologies becoming obselete * No of Employees in the organisation
	Between Groups
	(Combined)
	1.431
	3
	.477
	.343
	.794

	 
	 
	Linearity
	.975
	1
	.975
	.702
	.404

	 
	 
	Deviation from Linearity
	.455
	2
	.228
	.164
	.849

	 
	Within Groups
	165.269
	119
	1.389
	
	

	 
	Total
	166.699
	122
	
	
	

	Risk Variable- Risk of company's E-Business technologies failing from tech support * No of Employees in the organisation
	Between Groups
	(Combined)
	.444
	3
	.148
	.082
	.970

	 
	 
	Linearity
	.101
	1
	.101
	.056
	.814

	 
	 
	Deviation from Linearity
	.343
	2
	.171
	.095
	.910

	 
	Within Groups
	215.849
	119
	1.814
	
	

	 
	Total
	216.293
	122
	
	
	

	Risk Variable- Risk of poor leadership * No of Employees in the organisation
	Between Groups
	(Combined)
	8.392
	3
	2.797
	1.501
	.218

	 
	 
	Linearity
	4.767
	1
	4.767
	2.558
	.112

	 
	 
	Deviation from Linearity
	3.625
	2
	1.813
	.973
	.381

	 
	Within Groups
	221.754
	119
	1.863
	
	

	 
	Total
	230.146
	122
	
	
	

	Risk Variable- Risk of becoming less competitive due to E-Business * No of Employees in the organisation
	Between Groups
	(Combined)
	4.440
	3
	1.480
	1.003
	.394

	 
	 
	Linearity
	.211
	1
	.211
	.143
	.706

	 
	 
	Deviation from Linearity
	4.230
	2
	2.115
	1.433
	.243

	 
	Within Groups
	175.576
	119
	1.475
	
	

	 
	Total
	180.016
	122
	
	
	

	Risk Variable- Risk of lack of knowledge * No of Employees in the organisation
	Between Groups
	(Combined)
	5.779
	3
	1.926
	.843
	.473

	 
	 
	Linearity
	.001
	1
	.001
	.000
	.983

	 
	 
	Deviation from Linearity
	5.778
	2
	2.889
	1.264
	.286

	 
	Within Groups
	271.880
	119
	2.285
	
	

	 
	Total
	277.659
	122
	
	
	

	Risk Variable- Risk of not having appropriate financial measures * No of Employees in the organisation
	Between Groups
	(Combined)
	6.141
	3
	2.047
	1.231
	.302

	 
	 
	Linearity
	3.344
	1
	3.344
	2.010
	.159

	 
	 
	Deviation from Linearity
	2.797
	2
	1.399
	.841
	.434

	 
	Within Groups
	197.924
	119
	1.663
	
	

	 
	Total
	204.065
	122
	
	
	

	Risk Variable- Risk of not having policies and procedures * No of Employees in the organisation
	Between Groups
	(Combined)
	10.539
	3
	3.513
	1.972
	.122

	 
	 
	Linearity
	1.236
	1
	1.236
	.693
	.407

	 
	 
	Deviation from Linearity
	9.304
	2
	4.652
	2.611
	.078

	 
	Within Groups
	212.046
	119
	1.782
	
	

	 
	Total
	222.585
	122
	
	
	


� For the purposes of this paper, E-Business is defined as the “The practice of performing and coordinating critical business processes such as designing products, obtaining supplies, manufacturing, selling, fulfilling orders, and providing services through the extensive use of computer and communication technologies and computerised data”. (Alter, 2002, p.6)





� One of the earliest adopters of the term E-Business was IBM. Previously, E-Commerce was the word used to denote electronic exchange of information and its realisation


� According to Department of Trade and Industry (DTI) in UK, small businesses are defined as one with less than 50 employees, whereas the medium sized businesses are defined as one with less than 250 employees (DTI, 1999). European Union has also adopted the same definition but has also added monetary clauses in classifying small and medium sized business. Currently, business with less than 250 employees and less than 40 million euros in annual turnover are categorised as medium sized businesses
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